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1 Introduction

This document describes an ONF extension for OpenFlow version 1.3.X that supports table synchroni-
sation through a table feature property.

2 How it works

Using this extension, a flow table may be synchronised with another flow table. When a flow table is
synchronised, its content is automatically updated by the switch to reflect changes in the flow table it
is synchronised with. This mechanism enables to perform multiple matches on different views of the
same data at different points of the OpenFlow pipeline.

Flows tables can be synchronised bidirectionally or unidirectionally, for any synchronised table a table
property describes the source flow table it synchronise from (see below). When a flow table is synchro-
nised, when a flow entry is added, modified or removed in the source flow table, a corresponding flow
entry must be automatically added, modified or removed in the synchronised flow table by the switch.
If a flow entry is added in the source flow table, and the corresponding flow entry has identical match
and priority to a older flow entry already residing in the synchronised flow table, the old and new flow
entries must be merged by the switch. If a flow entry is modified or removed in the source flow table,
and if the corresponding flow entry no longer exist in the synchronised flow table, no flow entry should
be modified or created in the synchronised flow table.

The flow entry created in the synchronised table may not be identical to the corresponding flow entry
in the source flow table, as they are often different views on the same data. The translation between
those synchronised flow entries is not specified by the OpenFlow protocol and depends on the switch
implementation and configuration. For example, synchronised flow entries may have a different instruc-
tion set and actions, and the match fields may be transposed (source and destination inverted). The
counters of a flow entry must be kept independantly of counters in the source flow table, those counters
are not synchronised. In general, synchronised flow entries are created as permanent flow entries (both
expiry timers set to zero) so that their lifetime is properly synchronised with the flow entries in the
source flow table.

The switch may allow the controller to modify or delete those flow entries automatically added in
the synchronised table, and may also allow the controller to create new entries in the synchronised
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table. This enables the controller to customised those synchronised flow entries beyond the switch
automatic translation. Some of these changes may be lost if the source flow entry is modified. If flow
table synchronisation is bidirectional (both flow table synchronised on each other), changes done by the
controller on the synchronised flow entry need to be reflected on the source flow entry.

A common example of synchronised tables is the mapping of a Ethernet learning/forwarding hardware
table as a set of two synchronised flow tables. In this example, a first flow table expresses the learning
lookup and matches on Ethernet source address and source port (and optionally other fields such as
VLAN ID). A second flow table expresses the forwarding lookup and matches on Ethernet destination
address and set the output port. The two tables synchronise from each other, with the Ethernet
addresses transposed in the match. Flow entries in the first table are set to expire based on the learning
ageing timer, flow entries in the second table as permanent. The controller can add a flow entry in
either of those two flow tables, and then modify the instructions of the flow entry automatically added
in the other flow table, alternatively the controller can add a flow entry in each flow table concurently.
Another example of synchronised tables is mapping RPF checks for multicast packets as a flow table.

3 Table synchronisation Experimenter ID

The Experimenter ID of this extension is:

ONF_EXPERIMENTER_ID = 0x4F4E4600

4 Table synchronisation table feature property

The following table feature properties are defines by this extension.

/* Message types */

enum onf_table_exp_type {

/* Do something. */

ONF_TT_TABLE_SYNC_FROM = 2320,

};

The ONF_TT_TABLE_SYNC_FROM table feature property uses the following property structure :

/* Table synchronisation table feature property */

struct onf_table_feature_prop_table_sync_from {

uint16_t type; /* OFPTFPT_EXPERIMENTER. */

uint16_t length; /* Length in bytes of this property. */

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint32_t exp_type; /* ONF_TT_TABLE_SYNC_FROM. */

/* Followed by:

* - Exactly (length - 4) bytes containing the table_ids, then

* - Exactly (length + 7)/8*8 - (length) (between 0 and 7)

* bytes of all-zero bytes */

uint8_t table_sync_from_ids[0];

};

OFP_ASSERT(sizeof(struct onf_table_feature_prop_table_sync_from) == sizeof(struct ofp_table_feature_prop_experimenter));
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The type field must be set to OFPTFPT_EXPERIMENTER.

The experimenter field is the Experimenter ID (see 3).

The exp_type field is set to ONF_TT_TABLE_SYNC_FROM.

The table_sync_from_ids field is the array of tables the present table is synchronising content from
(see above). When a flow entry is added, modified or removed in one of the flow tables listen in the array,
a corresponding flow entry is automatically added, modified or removed in the present flow table.

5 Table synchronisation error

The following errors are defined by this extension.

/* Error codes */

enum onf_error_exp_type {

ONFERR_ET_CANT_SYNC = 2320, /* Can’t synchronise flow entry. */

};

The error ONFERR_ET_CANT_SYNC uses the following structure:

/* Message structure for all errors. */

struct onf_error_msg {

struct ofp_header header;

uint16_t type; /* OFPET_EXPERIMENTER. */

uint16_t exp_type; /* One of ONFERR_ET_* above. */

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint8_t data[0]; /* Up to 64 bytes of failed request. */

};

OFP_ASSERT(sizeof(struct onf_error_msg) == sizeof(struct ofp_error_experimenter_msg));

The type field must be set to OFPET_EXPERIMENTER.

The experimenter field is the Experimenter ID (see 3).

The data fields contains a copy of the failed request message, truncated to 64 bytes.

The exp_type field is set to ONFERR_ET_CANT_SYNC.
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